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METO/, OLUIHIOBAHHSI CTPYKTYPHOI CKIIATHOCTI IOMHOXYBAYA MACTPOBITO
Y GF(p™) 3 YPAXYBAHHSAM BHYTPIIIHIX EJIEMEHTIB

Background. In the multipliers which use Galois filed GF(p™) with large order the hardware complexity allows im-
plementation on FPGA chip, but high structural complexity prevents to do it. That’s why it is important to conduct

research in Galois field GF(p™) to determine the field in which the structural complexity is the lowest.

Objective. Develop the method for evaluating structural complexity of Mastorovito multiplier in response to the
internal elements.

Methods. Structural complexity of Mastorvito multiplier in Galois fields was determined by combining VHDL and
SH models in a VHDL-SH model. In order to find the field with the least structural complexity, the extended Galois

field GF(p™) with the same number of elements was analysed.

Results. The relationship between structural complexity of Mastrovito multiplier in Galois fields GF(p™) and num-
ber of field bit in the capacity of the field was identified. The results for structural complexity of Mastrovito multiplier
in Galois field GF(p™) using internal elements were modified.

Conclusions. Method for calculating the structural complexity of Mastrovito multiplier in GF(p™) was developed.
The structural complexity was calculated by combining VHDL and SH models in a VHDL-SH model. It was deter-
mined that structural complexity of the multiplier depends on capacity of the field GF(p™), wherein the calculations

are carried out. The structural complexity of Mastrovito multiplier in GF(p™) with approximately the same number

of elements was calculated, where p™ ~ 625, p™ =~ 78502725751, p™ ~1,93485F +15. In calculating the structural

complexity without internal elements the structural complexity of the multiplier is less, when the difference between
the capacity of the field and number of field bit in the field order is growing. In calculating the structural complexity
with internal elements, structural complexity of multiplier is less when the difference between number of field bit and

field capacity is equal. This method application can help to develop Galois field multipliers GF(p™) with big order.

Keywords: Galois field GF(p™); VHDL-SH model; Mastrovito multiplier; structural complexity.

Beryn HOCTiI IIOMHOXYyBaya MacrtopBiTo B mojsax Iaimya
yepe3 o6’enHaHHs VHDL- ta SH-Mozneneii B oqHy
VHDL-SH-Monens. BusnauenHss SH omnucaHe B
npaui [3]. ¥V [4] 3anporoHOBaHWII METOX BU3Ha-
YeHHsI CTPYKTYPHOI CKJIQZHOCTI MOMHOXYBadiB y
nosiiHoMianbHOMY 0asuci momiB laaya GF(2™) Ha

B VYkpaiHi nmpakTuuHO Bci peasnizailii 3aco-
0iB KpunrorpadiyHoro 3axucty iH@opmalii €
NporpaMHUMU, OCHOBHUMM HEIOJiKaMU SIKUX €
HEJIOCTAaTHsSI CTIMKICTh OO 37aMy, 4acTO HEIOoCTa-
THSI TIPOAYKTUBHICTh, OCOOJIMBO MpU 0OPOOILIi iH-
TEHCHMBHUX IIOTOKIB JOaHWX. Tomy s MigBU-
1IIEHHS HaJdiHOCTI Ta MPOAYKTUBHOCTI peaiza-
1ii 3acob6iB kpunTorpadiuyHoro 3axucty iHdop-

OCHOBI iX MpenCcTaBJI€HHS 3a AOMOMOIOI0 €JIEeMEH-
TapHUX TIEpPETBOpIOBaviB. Y poborax [5, 6] posr-
Jsananvcs mnojs lajya 3 HaWMEHIIOW CTPYKTYp-

Mallili BUHMKA€E HEOOXiTHICTh y CTBOPEHHI X ama-
paTHHUX peaJji3alliii, 0coO0JMBO 3aco0iB IS BU-
KOHAHHY oOIlepaliii Haja eJleMeHTaMM CKiHYeH-
Hux mojiB. OgHi€E0 3 MOXJIMBUX peali3aiiili €
peaii3aliss Ha NporpaMoBaHiil JIOTiYHIi iHTer-
panbHiit cxemi (ITJIIC).

OwiHKa CTPYKTYpHOI CKJIAZHOCTI ITOMHOXY-
Baya JacTb 3MOIY BU3HAUYMTU MOXJIMBOCTI BUKO-
puctanHg TUIIC gns noganeiuoi peanizauii [1]. ¥V
po0Oori [2] mpoBeneHO OLIIHKY CTPYKTYPHOI CKJIam-

HOIO CKJIaIHicTIo, a came kot GF(p™)=p. ¥V [7]
CKJIAMHICTDh TMapajieTbHOTO TTOMHOXYBada B TIOJISIX
GF(2™) obuucimioBajiach 3 ypaxXyBaHHSIM BHYTPIllI-
Hix ejJleMeHTiB. Y po6oTi [8] amapaTHa CKJIamHICTh
IMOMHOXYBayiB 3MEHIIYETHCS 3a pPaXyHOK BU3HA-

YeHHSI €JIEMEHTIB, SIKi IPU3BOISTH N0 ITOMMIKMU;
y [9] — 3MeHIIeHHSIM po3psigHOCTi monst. Y [10]

poarisaaiacs 3MiHa CKJIaAHOCTI MPU BUKOPUCTAH-
Hi TIOABIMHUX YMOB.
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V 3a3HavyeHUX BUILE IIpangsgax HE po3IridgajInucChb
HOMHO)KYBa‘{i, B SIKUX OM BUKOPUCTOBYBAJINCH I10-

s TFanya GF(p™) 3 BeIMKUM TOPSIIKOM. Y TaKuxX

TMIOMHOXYBaJyaxX amapaTHi MOXIJIMBOCTiI JalOTh 3MO-
ry npoBoauTu peanizauii Ha Kpuctaii ITIJIIC, on-
HakK 4Yepe3 BEJIMKY CTPYKTYPHY CKJIAmHICTh ITHOTO
3pOoOUTH He BHAETHCA. TOMY BaXKJIMBO IIPOBECTH

JocimkeHHs B nonsx Tanya GF(p™) nns Bu3HAa-

YEHHS T0JIsI, Y SSKOMY CTPYKTYypHa CKJIaAHICTh Oy-
e HaiMeHlow. Take MOCHiIXEHHS i ONMUCAaHO B
Hallliii poOOTi.

ITocTanoBka 3amaui

Y npoaHanizoBaHuX poOOTax HE BU3HAYAJIO-
csl, IJIsl sIKoro 3 mouiB I'ajaya 3 mpuOaM3HO OgHAa-
KOBOIO KIJIbKICTIO €JIEMEHTIB TOMHOXYBay Ma€e
HaliMeHI1y CTPYKTYpHY cKJamHicTb. Lle € akryab-
HOIO 3aJadero Mpu CIpoOi peastizailii MOMHOXYBa-
ya B [IJIIC 3 niMiTOBaHOIO KiJbKIiCTIO JOPiXKOK Ha
KpUCTali Ta 3 OOMEXEHHSIMM Ha CIIOCi0 iX BHKO-
puctaHHd. ToMy OCHOBHUM 3aBIaHHSIM € PO3PO-
OUTU METOH OLIiHIOBAaHHS CTPYKTYPHOI CKJIAZHOCTI

MoMHOXyBaya Mactoposito vy GF(p™) 3 ypaxy-
BaHHSIM BHYTPIIIHIX €JI€MEHTIB.

OO0YHCIIEHHS CTPYKTYPHOI CKJIATHOCTI

CTpyKTypHa CKJIAIHICTh BimoOpaxkae CTyMiHb
HEPEryISIPHOCTI MiX3B’SI3KiB CXEMU JESIKOT0 piBHS
iepapxii MoOygoBM amapaTHux 3aco0iB. CTpyKTyp-
Ha CKJIaIHIiCThb NMOMHOXYyBaya B moyisx [amya BH-
3Havya€eThes 3a aonomorolo ob’enHaHHsl VHDL- ta
SH-mogaeneit B ogny VHDL-SH-Moaens. SH-mo-
nenb anroput™y (Software/Hardware — amapatHo-
MporpamMHa MOJEJib) BpaxOBYyeE IMPOTpaMHi Ta ama-
patHi 3acobou. HagBHicTb amapatHMX 3acoliB y
cknaai SH-mozaeni anroputMmy 3a 3micToM HabIu-
XKae ii 10 KoMIT'1oTepHoi cucremu [3].

MHoxuHa 3B’13KiB y SH-Moneni 3amae cTpyk-
TypHY ckiaaaHicte. ¥ VHDL 3B’s13ku € enemeHTa-
MM CXEMM, 3’€THAHHSIMM, SIKi HE MalOTh iHTeJIeK-
TyalbHOro 3HaueHHs. VHDL He ¢ikcye mpo-
rpaMHy Ta CTPYKTYPHY CKJIaIHIiCTh, i JUIs1 IbOTO HE
Ma€ MiIcTaB, OCKUIbKU i€EpapXiyHUil 00’€KT — MO-
Oylb — MOXE€ MaTu OyIb-sKy BHYTPIlIHIO CKJIaj-
HicTb. Ilpu o6’ennanHi SH- ta VHDL-moneneit B
onHy — VHDL-SH-Mmoaens — cnoyatky Oyay€eThb-
c1 VHDL-monenp, 3a HEOOXiIHOCTI MOCIiZOBHO
BHOCSTBCS 3MiHM 10 SH-Mmopeni (onTtuMisaliisi) ta
VHDL-Mmopneni. IIpoekTyBaHHSI IPOBOIUTHCS iTe-
pauissMM 3 ypaxyBaHHSIM oNTUMi3alii (MiHiMi3allii)
XapaKTEePUCTUK CKJIATHOCTI.

YV pasi o0’egHaHHS MoOIeJlel eJIEMEHTU
VHDL-SH-Moneni HaOyBaloTh yCiX BIacTUBOCTEM
SH-Mozeni — BOHU € OUCKPETHUMM, AETEPMiHO-
BaHUMM, MalOTh €JIEMEHTApHICTb i MacoBiCTb. Xa-
PaKTepUCTUKM CKJIAJHOCTI PO3TJISAAIOThCA Y iX i€-
papxiuHiii mobynoBi. KoxHy 3 XxapakTepruCTUK MOX-
Ha OO0YMCIIIOBATU JUISI €JIEMEHTIB Pi3HUX DPiBHIB i€-
papxiii. CymapHa BeJIM4MHA OOYMCIICHUX XapaKTe-
PUCTHK € CKJIQAHICTIO TTPUCTPOIO:

S =—E'10g2%,

ne S — CTPYKTypHa CKiIagHicTh, X — KUIBKICTh
BHYTPpIlLIHIX eJeMeHTiB; U — MHOXWHa Opi€eHTOBa-
HUX MiX3’€qHaHb, ¥ PO3IVISAYBAaHOMY BUIAAKY KiJlb-
Kictb BuxomiB: U = X; FE — KiIbKIiCTh 3’€QHaHb
KOXHOTro (hparMeHTa CXeMH.

IIpeacrasaenns eaementis y GF(p™)

IpencraBiaeHHs po3psanis GF(p™) 3anexuThb

Bil MOPSAKY TOJSI p, a TaKOX Bil KiJIbKOCTiI OiTiB
¥, HEOOXimHMX IJI1 KOAYBAaHHS €JIEMEHTIB ITOJIS

GF(p). Y Tabn. 1 BinobpaxeHo 6a3ucu noiiB a-
Jnya GF(p) Ta KiJnbKiCTh €JIEMEHTIB y HUX.

OTxe, IJIs1 TOro 100 MpeacTaBUTH OIUH PO3-
psan mist nons GF(5™), morpi6bHo 3 6Gitu. Binmmo-

BiIHO, y Tabj.2 HaBedeHO TaOJMLI iCTUHHOCTI
omepallii AomaBaHHS 3a MOAYJIEM S y MOMSIX ¥y
GF(5).

Tabauya 1. basucu nonst [anya GF(p) Ta KiNbKicTh

€JIEMEHTIB Y HUX

GF(p) KinpkicTs po3psimiB Enementn 6azucy

r TOJIsT
GF(2) 1 ae 0,1
GF(@3) 2 ae0,1,2
GF(5) 3 ae0,1,2,3,4
GF(7) 3 ae0,1,2,3,4,56
GF(p) r ac 0,1..,p-1

Tabauya 2. Tabmuust iCTUHHOCTI 3a MOIyJaeM 5 Uit
efneMeHTiB y GF(5)

A~ LN = O+
LN~ OO
O B W N ==
—_— O A~ W NN
N = O B WlWw
W= O B
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OOuHCIEHHS. CTPYKTYPHOI CKJIATHOCTI MOMHO-
XKysaya Macrtposiro nia GF(p™)

ITomHOXYyBay MacTpoBITO 3AiHAICHIOE OIlepallil
c=abmod g y nonsax GF(p™). MHOXeHHs 3[iii-

CHIOETbCS YTBOPEHHSIM MaTpMIli CKOPOYEHb, IO
OOUYHUCIIOETHCST SIK AOOYTOK HECKOPOUYYBAHOIO IO-
JiHOMa ¢ i BximHoro a. [aJji MaTpuiid MHOXHWUTb-

cs Ha BXigHe 3HaueHHS b. [T BUKOHAHHS IIMX
orepalliii Ta 30epekeHHsSI YaCTKOBUX pPe3YJIbTaTiB y
nonsix GF(2) Hag OmHUM €JIEMEHTOM ITOJIS TOCTaT-

HbO OIHOro 0OiTa, ToAi K /sl nojaiB GF(p) TmoT-
piOHO r OiTiB, Ie * — KUJIBKICThb OiTiB, HEOOXim-
HUX U1 KOoyBaHHS 3HauyeHHs p. Ha puc. 1 30-
OpaxxeHO cxeMy IIOMHOXyBaya MacTpoBiTo s
GF(p™), ne m=2.

Al P AO
Q (=] o
¥ ko . BI
0
i o
ADD ADD
|
B0
O
Y Ly r* ¥
ADD ADD
r’# ri ry ry "‘r’;-’
MOD p ADD MOD p
Ik
rle ’;.r
MOD p
ri
(=)
Cl Co

Puc. 1. ITomHoxyBay Macroposito nisa GF(p™), ne m =2

3a cxeMol0 MOMHOXYBaya Ha puc. 1 MoxHa BU-
BeCcTU (DOpMyJTy OOUMCIIEHHS CTPYKTYPHOI CKJIaIHOCTI

MOMHOXYyBa4ya Mactposito mist mois GF(p™).

CTpyKTypHa CKJIAgHICTh TIOMHOXYyBada BHU-
3HAYAETHCS Ha OCHOBI KiJIBKOCTI 3’€IHaHb MLK eJie-
METaMU CXEMMU.

KinpkicTp eneMeHTiB cxeMu (TOOTO OJIOKiB)

X mia GF(p™) Oynme 3ajexard Bill KiJIbKOCTI Po3-

PSIIIB TOJS 1 MAaTUMe TaKWil BUTJISIA!

X=(M-r)ADD+((M -1)-r)ADD + (M -1)-r) x
X XOR+((2-r)ADD+(2-r)MOD)-(M—l)Z,

e m — poapsimHicTh monsd 'amya, ADD i MOD —
YMOBHI TTO3HAY€HHSI JIOTIYHUX OJIOKiB, ¥ — KiJIbKIiCTh
6iTiB, HEOOXiTHMX IJIsI KOAYBaHHSI 3HAUEHHS p.

Ockinbku ADD i MOD € yMOBHMMU MO3-
HaYeHHSIMMU, TO IS TMOAAIBbIIOTO 3BeAeHHS (hop-
MYJIM 1X MOXHa OMYCTUTHU:

X=WM-r)+M-1)-r+(M-1)-r+
+(2 1)+ Q21) (M -1)? =
=3.M-R-2-R+4-R-(M -1)2.

@opmynmu 1T 0O0YMCIeHHST MHOXWHHU Opi€H-
TOBaHMX 3’€qHaHb U Ta MHOXWMHU eJeMEHTapHUX
MepeTBOPIOBaYiB F 3a/IUILIAIOTECA TUMU X CAMUMU:

U=X,
E=3.X.

BignoBimHO, CTpyKTypHa CKJIAOHICTb ITOMHO-
>KyBaya Oyae BU3HAYaTUCh TAKUM YMHOM:

3
- _E-log, —. 1
U o827y L

E
S=-F-lo
ng

Pe3yabraTi a0cCaizKeHb

¥V T1abn. 3 HaBemeHO pe3yNbTaTH OOYMCIICHHS
CTPYKTYPHOI CKJIATHOCTI ITOMHOXYBAYiB IJISI TIOJIiB

GF(p™) 3 npubIM3HO OIHAKOBOIO KiJIbKICTIO €Jie-
MEHTIB IOJISL.

Tabauys 3. CTpyKTypHa CKJAIHICTh ITOMHOXYBadiB IJist
nonis GF(p™), ne p=2, 3,5, 7, 13, 131

p m " r S
2 7 128 1 2843
3 5 243 2 1363
5 4 625 3 2286
7 3 343 3 936
13 2 169 4 327
131 1 131 8 33

3 pesyabTaTiB Taba. 3 BUAHO, 1O AJISI TIOJIB 3
MNPUOJIM3HO OIHAKOBOIO KUIBbKIiCTIO €JIEMEHTIB CTPYK-
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TypHa CKJIQAHICTh MOMHOXYBaya 3arajioM 3MEH-
LIYETHCS, KOJIU 30iMbIIYEThCS pizHUUS » —m. Ta-
KOX BMIHO, IO IS TOMHOXyBaya MacTpoBiTo
CTPYKTYpHa CKJIAHICThb € HaiMEHIOW, KOJIU 00-
YHUCJIeHHS 3AilcHIOThC B GF(131).

OpHak Tpu OOYMCIIEHHI CTPYKTYPHOI CKJIami-
HOCTi B TabJI. 3 HE BpaxoByBaJlaCh CKJIaHICTb BHY-
TPILLIHIX €JeMEeHTIiB MOMHOXYyBaya. 3rigHo 3 puc. 1,
MOMHOXyBady MacTpoBiTO BUKOPUCTOBYE 2 (hyHK-
uioHaspHUX eaeMeHTH: ADD i MOD.

V 6noui ADD BigOyBa€eThcsl IoJaBaHHSI JBOX
BXimiHMX 3HayeHb. Ha puc. 2 HaBeAeHO CTPYKTYpHY

cxemy 610ky ADD p g GF(p™) nna p =2.

~ 2
sl p

a MUX

s
_{h

b

—

Puc. 2. Cxema 6noky ADD p mia GF(p™)

CrpykrypHa cxema 010Ky ADD ckimamaeTbcst
3 IBOX CyMaToOpiB: OCHOBHOToO (Xl) Ta KOpeKTyBa-

JBHOTO (X2), KOMITapaTtopa Ta MYJBTHIUIEKCOpA.

ITpuHumun pob6otu 610Ky ADD € TakuMm: Ha BXin
MEepIIOro CyMaropa IOAAaIOThCS ABa F-PO3PSITHUX
JOAaHKM, NOaJli cymMa TMepeBipsSIeTbCS KomIlapaTo-
poMm. fAKillo cyma € GiibllIoo0 3a p, pe3yJbTar IMo-
JAETHCSI HA APYTUii CyMarop.

Broku (1) i (£2) € mapaneabHUMU GaraTopo-
3pPSIHUMU CyMaTOpaMU, $SIKi CKJIaJaloTbCs 3 TMOCHi-
JIOBHOCTi OIHOPO3PSAHUX CyMaTopiB. Y TaKoMmy
BUMAAKY KiIbKICTb €J€MEHTIB cymMaropa Oyae piB-
Ha KUIBKOCTI pPO3psdiB JOJaHKiB: Xy =r i
Xgy =r.

KinbkicTh eleMeHTIiB KoMITapaTopa 3aJIeXXWTh
Bil KiJbKOCTi po3psniB p. ITIopiBHAHHSA cyMu i
3HAUEHHS p TMOYMHAETHCS Bil CTapIIMX PO3PSIiB.
Sxio 3HaueHHs A > B, 1o Ha BUXomi oTpuMaemo 1.
Ha puc. 3 HaBeneHO CTPYKTYpHY CXeMy KomIlapa-
Topa IS r =2, KA CKIAZa€ETbCS 3 JBOX
enemeHTiB AND, omHoro XOR Tta nox NOT —
pa3oM 5 JIOTIYHMX €JIEMEHTIB.

Ha ocHoBi puc.3 MoxHa BUBECTH (OpMYyTy
KIJIBKOCTI €JIEMEHTIB KOMIIapaTopa:

Xy=r-2+1

OTxe, CyMapHy KiJIbKiCTb €JIeMEHTIB OJIOKY
ADD MoxxHa 00YHUCIUTH TaKUM YAHOM:

X app = Xy + X5y + Xy + Xpuxs

e Xyux KUIBKICTb €JIEMEHTIB KOMITaparopa
(dbopmyna obuucieHHs1 Oyne HaBeAeHa HUXKYE).

Do

o>

P1
1 _%

Puc. 3. CtpykTypHa cxema KoMmIiapaTtopa r = 2

Hnsa peanmizauii 61oky MOD p y nomsix

GF(p™), pu r =4, MOXHa BUKOPHMCTATU MYJIb-

TUILJIEKCOP 3 4-Ma BXOAAMM i OMHUM BUXOAOM.
[nsg BU3HAYEHHS CTPYKTYPHOI CKJIAAHOCTI
610ky MOD p HeoOxinHO 3HaTHU KiabKicTb AND-,
XOR- i NOT-eneMeHTiB, HEOOXiZHUX IJisg peali-
3alii MysbTuriekcopa. Ha puc. 4 300paxeHo cTpyK-
TYypHY cXeMy MyJabThiniekcopa 4:1. 3 puc. 4 Bum-
HO, 1O JJIs1 peai3allii MyJIbTUILIeKCOpa HeoOXiaHi
enement 4 AND, 3 OR i 2 NOT — pazom 9 Jo-

TYHUX €JIEMEHTIB.

€

(4]

5]

€3

ol A

Puc. 4. CrpykrypHa cxema MyJbTuIiekcopa 4:1

I smificaenns orepanii MOD y GF(2™)
notpidbeH 1 MyJIbTUIIEKCOP i3 KiIBbKICTIO BXOMiB 4
i xinmekicTio BuxomiB 1. BigmosinHo, mia GF(3™)

HEeOoOXimHi 3 MyJbTUILIEKCOPH.
OTXe, KiJbKICTh €JIEMEHTIB MYJbTUIUIEKCOpa
Oyae mopiBHIOBaTU

XMUX :9'NMUX’

e Nyyx — KUIBKICTh MYJIBTUILIEKCOPIB.
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Tabauysa 4. CTpyKTypHa CKJIagHICTh TIOMHOXYBauiB 3 YpaxyBaHHSIM

BHYTpiLIHIX efleMeHTiB s nonis GF(p™), ne p =2, 3,5, 7, 13, 131

P m r NMUX S

2 7 1 1 16770
3 5 2 3 52533
5 4 3 8 133077
7 3 3 16 122620
13 2 4 53 166235
131 1 8 5713 847

Tabauya 5. CTpyKTypHa CKJIaIHICTh IMOMHOXYBauyiB 3 ypaxyBaHHSIM

BHYTPIIIHIX €JeMEHTIB ISl TIOJIiB GF(pm), ne p =2, 23, 61, 149, 151,

523

P m " r Nmux S

2 36 68719476736 1 11170472 | 2,40549E + 13
23 8 78310985281 5 12729588 | 5,46184E + 12
61 6 51520374361 6 8374727 2,07416E + 12
149 5 73439775749 8 11937764 | 2,73071E + 12
151 5 78502725751 8 12760756 | 2,92745E + 12
523 4 74818113841 10 12161816 | 2,10223E + 12

Tabauysa 6. CTpyKTypHa CKJIagHICTh TOMHOXYBauyiB 3 YpaxyBaHHSIM
BHYTPIIIHIX €JIEMEHTIB [UISI IOJiB GF(pm), ne p=2,43, 71, 127, 139,

352

P m " r Numux S

2 49 5,6295E + 14 1 91508506624 5,76202E + 20
43 9 5,02593E+14 | 6 81697314440 3,88862E + 20
71 8 6,45754E+14 | 7 1,04968E + 11 4,5163E + 20
127 7 5,32876E+ 14 | 7 86619909787 2,73569E + 20
139 7 1,00254E+15 | 8 1,62965E + 11 | 5,99257E + 20
353 6 1,93485E+15| 9 | 3,14514E+ 11 | 9,26844E + 20

HOcTi. Y Taba.4—6 HaBeleHO OOYMC-
JIEHHSI CTPYKTYPHOI CKJIATHOCTI JIJIS T10-
JIiB 3 TIpUOIM3HO OJHAKOBOIO KiJIBKICTIO
€JIEMEHTIB.

AK BUOHO 3 OOYMCIIEHb, CTPYKTYp-
Ha CKIAIHICTh 3aJICKUTh Bill TOPSIOKY
nojs lanya. [1pu BUKOpUCTaHHI TOJIB 3
MNpUOJIM3HO ONHAKOBOK KUIBKICTIO eJie-
MEHTIB CTPYKTYpHa CKJIQIHICTh 3MEHIIIY-
€TbCSI, KOJIM PO3PSITHICTh OIS JOPiBHIOE
KiJIBKOCTi OiTiB y mopsiaky mnosns. Tooto
s nonis. GF(p™) 3 Tabi. 4 HaiiMeH1LOIo
Oyle CTpPYKTypHa CKJIQmHICTb 3a pPO3PsI-
HocTi monig 3, To0TO Koou p=35, m=4.
g nonis GHp™) i3 Tabn. 5 — 3a pos-
psaHocTi mojist 6, ToOTO KoM p =61,
m= 6, Ta 1ng nonis GHp™), i3 Tabn. 6 —
3a PO3PSIOHOCTI Moyt 7, TOOTO KOJIM
p=139, m="17.

BucHoBku

Y poboTti 3amponoOHOBAaHO METOI
00UYMCIIEHHSI CTPYKTYPHOI CKJIaJHOCTI
IJIsT TIOMHOXyBaya MacTpoBiTo y mo-
nax GF(p™). CtpykTypHa CKJIaIHICTh 00-

yycmoBajgack o6’emHaHHIM VHDL- ta
SH-moneneir B8 omHy VHDL-SH-Mmonenb.
Ilin yac pocmimkeHHsI OyJI0 BCTAaHOB-
JIEHHO, 110 CTPYKTYypHa CKJIAIHiCTb MO-
MHOXYBaya 3aJIeKUTh Bill pPO3PSIAHOCTI

monst GF(p™), y sKoMy 3IifiCHIOIOTHCS

Maroun Bci maHi UIT OOYMCIIEHHS KiJIbKOCTI
€JIECMEHTIB ITOMHOXKYBaya, MOXHa BUBECTU 3arajib-

HY GopMyTy:
X=(WM-r) X,pp +((M=1)-r)- X spp +
+((M =1)-r)- Xyux +(2-1)X zpp +
+ Q20 Xyyx)-(M =1

Matoun 3HaueHHd X opp Ta X pyyux, Kijdb-
KIiCTb eJIeMeHTIiB X MOXHAa BU3HAUUTH SIK

X=M r(r+1+8Nyyx)—-r1+8Nyux) +
+Q2r? +16rN yux)(M —1)2.

ITincraBuBIIM HOBe 3HauYeHHST X'y (popmyny (1),
OTPUMAEMO HACTYITHI 3HAUCHHSI CTPYKTYPHOI CKJIaM

OOYMCIIEHHSI.
Y poboTi OOUMCIEHO CTPYKTYPHY CKJIAAHICTb

IMOMHOXyBaya Macrtposito y mnoisx GF(p™) 3

MpUOIM3HO OJHAKOBOKO KiJIbKICTIO eJleMeHTiB. [1pu
OOUYMCIIEHHI CTPYKTYpPHOI CKJIaJHOCTI 0e3 ypaxyBaH-
HSI BHYTPILIHIX €J€MEHTIB CTPYKTYpHa CKJIaIHICTb
TMOMHOXYBaua 3MEHILIYEThCS, KOJU 30UTbLIYETHCS
PI3HULIS MiXX PO3PSIIHICTIO MOJISI Ta KiJIbKICTIO OiTiB
y nopsnky nois. [Ipy BpaxyBaHHI BHYTpIILIIHIX eJie-
MEHTIB CTPYKTYpHa CKJIQIHICTh 3MEHILYETHCS, KON
PO3PSIIHICTL T0JIS1 AOPIBHIOE KiJIbKOCTI OiTiB y Mo-
PSIIKY TIOJISL.

BukopuctaHHs LIbOrO METOAY AA€ MOXKIM-
BiCTh pO3po0JI0OBaTHM MOMHOXYBadi B moJsix I'a-

nya GF(p™) 3 Beaukum mopsiakoM. lle Gyne mpen-
METOM TMOAAIBIIMX TOCHTiIKXEHb.
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0.8. WonoroH, K0.3. LWonoroH

METOQ[ OLIHIOBAHHA CTPYKTYPHOI CKNAOHOCTI MOMHOXYBAYA MACTPOBITO Y GF(p™) 3 YPAXYBAHHAM
BHYTPIWHIX ENEMEHTIB

Mpo6nemaTuka. B noMHOXyBayax, y sIkMx BUKOPUCTOBYOTLCS nonsi Manya GF(p™) 3 Benukum nopsigkoMm, anaparHa CKnagHicTb

[ae 3Mory NpoBOAMTW peanisauii Ha KpucTani NporpaMoBaHOi NOFYHOI IHTEerpanbHOI CXeMU, O4HaK Benuka CTPYKTYpHa CKNagHICTb ne-

peLuKoKae ue 3pobuti. ToMy BaXrMBO NPOBECTU AOCTiMKeHHs B nonsix Fanya GF(p™) Ans BU3HAYEHHs MONs, y sIKOMY CTPYKTypHa
CKnapgHicTb 6yae HalMeHLLOoLo.
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MeTa gocnixeHHsi. Po3po6uty MeTod ouiHIOBaHHs CTPYKTYPHOI CKIagHOCTI noMHoxysadya MacTtoposito y GF(p™) 3 ypaxysaH-

HSAM BHYTPILLHIX eNeMeHTIB.
MeTtoauka peanisauii. CTpykTypHa cknagHicTb NoMHoXyBada MacTtopsiTo B nonsx [anmya Bu3HavaeTbCcs 3a [AOMOMOro
06’egHaHHA VHDL- ta SH-mogenen B ogHy VHDL-SH-mogens. [Ins Bu3HavyeHHs Nonsi 3 HaMEHLLIOK CTPYKTYPHOR CKMagHicTio aHani-

3y10TbCA poslumpeHi nons Fanya GF(p™) 3 npubnunsHo oaHAKOBOIO KirbKICTIO €MeMEHTIB.
PesynbTatn gocnigxeHHs. BusHauyeHO 3amexHiCTb CTPYKTYPHOI CKMafgHOCTI Big po3psgHocTi nons. HaBegeHo obuncrieHHs

CTPYKTYPHOI cKnaaHocTi ans nonis Manya GF(p™) 3 ypaxyBaHHAM BHYTPILLHIX €MeMEHTIB.

BucHoBKM. 3anpornoHOBaHO MeToh 0GYUCTIEHHSI CTPYKTYPHOI CKIaaHOCTI Anst noMHoxysada Mactposito B nonsix GF(p™). Crpyk-
TypHa cknagHicTb obuucnioBanacb o6’egHaHHsMm VHDL- i SH-mopeneint B ogHy VHDL-SH-mopenb. BcTaHOBREHO, WO CTPYKTypHa
CKNaHICTb MOMHOXyBaua 3anexuTb Bif pospaaHocTi nons GF(p™), y sSkoMy 3aiiCHIOTECS 0BuncneHHs. OBUMCIEHO CTPYKTYPHY cKnag-

HiCTb MoMHOXyBada MacTposito B nonsix GF(p™) 3 npubnusHo ooHakoBow KirbkicTio enementis: p” =~ 625, p™ = 78502725751,

p™ = 1,93485E +15. Mpu 0BYMCrIEHHI CTPYKTYPHOI CKNagHOCTi 6e3 ypaxyBaHHS BHYTPILLHIX €fIeMEHTIB CTPYKTYPHA CKMafHICTb MOMHO-

XyBaya 3MEHLLYETbCS, KoMK 36inbLUYETHCS Pi3HMLS MidK pO3psiAHICTIO Mons Ta KinbkicTio 6iTiB y nopsiaky nons. Mpu BpaxyBaHHi BHYTPiLL-
HiX eNeMeHTIB CTPYKTypHa CKMagHIiCTb 3MEHLLYETLCS, KONMW Po3psgHICTb NOMst AOPIBHIOE KiNbKOCTI BITiB y nopsaky nonsi. BukopucrtaHHs

LIbOro MeToAy Aa€ MOXIMBICTb PO3poBnioBaTh NOMHOXyBadi y nonsx Manya GF(p™) 3 BenvkuM nopsiakom.

Kniouosi cnosa: nons Manya GF(p™); VHDL-SH-mogernb; noMHoXyBad MacTopBiTo; CTPYKTYpHa CKMaHiCTb.

0.3. WonoroH, KO.3. LWonoroH

METOQL OLIEHKW CTPYKTYPHOW CNOXHOCTU YMHOXWTENA MACTPOBUTO B GF(p™) C YYETOM BHYTPEHHWX
ONIEMEHTOB

Mpo6nemaTuka. B yMHOXUTENSAX, B KOTOPLIX Mcnonb3ytotcsa nons Manya GF(p™) c Gonbluvm nopsgkom, annapaTHasi Criox-
HOCTb MO3BONSET MPOBOAUTL peanu3auuy Ha KpucTanne nporpamMuMpyemMoii NOrMYeckoi MHTEerpanbHOM CXembl, ofgHako Gornblias
CTPYKTYPHas CHOXHOCTb MPEnsaTCTBYeT aT0 caenaTh. [0aToMy BakHO NpoBecTy uccrefosaHus B nonsax Fanya GF(p™) nns onpege-
NEeHUs Nonsi, B KOTOPOM CTPYKTYpHasi CNIOXKHOCTb GyAeT HanMeHbLUEN.

Lenb uccnepgoBaHms. PazpabotaTe METOM OLEHKM CTPYKTYPHOWM CIOXHOCTU yMHOXUTens Mactoposuto B GF(p™) ¢ yyetom

BHYTPEHHWX 3M1EeMEHTOB.
MeToguka peanusauumn. CTpyKTypHas CNOXHOCTb yMHOXUTENs MactopsuTo B nonsix anya onpeaensieTcs ¢ nomMoLblo o6be-
avHenns VHDL- u SH-mopenen B ogHy VHDL-SH-mogens. [inst onpefeneHys nonsi ¢ HauMeHbLUE CTPYKTYPHOW CMOXHOCTIO aHanmau-

pytoTcs paclumpeHHbie nons Manya GF(p™) ¢ npuMepHo 0aMHAKOBbLIM KOMUYECTBOM 31IEMEHTOB.

PesynbTathl uccnegosanus. OnpeaeneHa 3aBUCMMOCTb CTPYKTYPHOM CROXHOCTU yMHOXUTens MactopeuTto B nonax GF(p™)
OT Konm4yecTBa 6UTOB B pa3psigHOCTM nons. MpuBeaeHbl pacyeTbl CTPYKTYPHOW CIOXHOCTU yMHOXUTeNst Mactopsuto ans nonen anya
GF(p™) cy4eToM BHYTPEHHUX 3IIEMEHTOB.

BbiBoab!. MpeanoxeH METoa pacyeTta CTPYKTYPHOM CIIOKHOCTM Anst yMHOXuTens MactposuTo B nonsix GF(p™). CTpykTypHas criox-
HOCTb paccuuTbiBanack nytem obbeanHennss VHDL- n SH-mogenen B ogHy VHDL-SH-mogenb. YCTaHOBMNEHO, YTO CTPYKTYPHas CIIOXHOCTb
YMHOXWUTESS 3aBUCUT OT paspsaHocTv nonist GF(p™), B KOTOPOM OCYLLECTBIISIOTCS BbIYMCIIEHUS. PaccunTaHa CTpYKTypHas CIoXHOCTb M-

HoxuTenss Mactposuto B nonsx GF(p™) ¢ npyMepHO OOMHaKOBLIM KONMYECTBOM arnemeHToB, rae p™ =625, p™ = 78502725751,

p™ = 1,93485E +15. TMpu pacyeTe CTPYKTYPHOM CIOXHOCTU Ge3 y4eTa BHYTPEHHUX 3IIEMEHTOB CTPYKTYPHAsi CFIOXHOCTb YMHOXWUTENS

MeHblUe, Koraa yBenudmBaeTca pasHuua Mexay pas3pagHOCTbH nofda U KoOJin4ecTtBoOM 6uToB B nopagke nonsa. I'Ipm pacyeTe CprKTypHOﬁ
CINOXHOCTU C YHETOM BHYTPEHHUX 3JIEMEHTOB CTPYKTYPHaA CNOXXHOCTb MEHbLUE, Koraa pa3pAaaHOCTL NONiA paBHa KONMUMYeCTBY 6ut B nopsag-

ke nonsi. Micnonb3oBaHne 4aHHOro MeToaa No3sorseT paspabaTtbiBaTb yMHOXUTENM B nonsax Fanya GF(p™) ¢ GonbLumnm NopsaaKkoMm.

KnioueBble cnosa: nons Manya GF(p™); VHDL-SH-mogenb; yMHOXUTeNb MacTopBnTO; CTPYKTYPHAs CIIOXHOCTb.
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