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ANALYSIS OF PARALLEL COMPUTATIONS EFFICIENCY FOR USER’S PRIVATE MULTIMEDIA
DATA PROTECTION IN CLOUDS

Background. A significant part of data stored in cloud storages is multimedia data. The procedure of data protection
can be organized as a trusted cloud service. Since this service is an intermediate layer between user layer and cloud
storage the time of data processing in it is a critical matter. To achieve decreasing of time required for data protection
procedure, parallel computations can be employed.

Objective. The objective of the research is to evaluate and analyze the time efficiency of parallel computations fulfill-
ing in multimedia data protection procedures.

Methods. The comparative analysis results for three methods, namely: data fragmentation method, complementary
image method, and LSB-based method with AES encryption, are presented in the paper. The methods are considered
in terms of data processing time efficiency. The impact of both stegobits used for data embedding and data parallel
processing threads is analyzed. The comparison is carried out for two types of multimedia data — audio data and
graphical data.

Results. The time efficiency characteristics obtained and analyzed in the research show that the use of parallel com-
putations in the Complementary Image method enables the decreasing of data processing time up to 70%.
Conclusions. The presented results enable comparing the considered methods in terms of their realization as software
tool that is, along with data protection level, important characteristic for cloud services user. The Complementary

Image method with parallel data processing can be effectively used for multimedia data protection.

Keywords: multimedia data protection; steganography.
Introduction

Cloud storages become more and more popu-
lar due to convenience and freedom in storing
data they offer to users. However when a user
stores own data in an external storage he or she
loses full control over it and a problem of unau-
thorized access to user’s private data appears.
Thus, the task of user’s private data protection is
topical, especially for cloud storages.

A significant part of data stored in cloud stor-
ages is multimedia data such as audio, video and
graphical files. Their protection can be fulfilled by
using specific method based on features of multi-
media data such as redundancy and large volume.
Such methods are usually based on the principles
of steganography [1—9].

The procedure of data protection itself can be
organized as a trusted cloud service providing ac-
cess to user’s personal data for a number of cloud
storages to be chosen by the user according to his
or her preferences.

Since the proposed trusted service is an in-
termediate layer between a user and cloud storage
the time of data processing in it is a critical mat-
ter. To achieve significant decreasing of time re-

quired for data protection procedure, parallel com-
putations can be employed. Therefore the research
of parallel computations efficiency for different
methods of multimedia data protection takes on
special significance.

Research Objective

The objective of the research presented in this
paper is to evaluate and analyze the time efficiency
of parallel computations fulfilling in multimedia
data protection procedures for different protection
methods [3—5] proposed earlier by the authors. The
achievement of this objective can be important for
further development of trusted protection services.

Taking into consideration all important char-
acteristics of steganographic protection methods,
including:

- robustness against attacks,

- payload capacity,

- time efficiency,
the authors present the research results on the
time efficiency only in this paper. Thus, the paper
continues the research of steganographic protect-
tion methods time efficiency presented in [6] and
it complements related researches [7, 8].



IHOOPMALLINHI TEXHOIOT 1T, CACTEMHWUA AHATII3 TA KEPYBAHHS 41

Multimedia Data Protection Methods

Let us consider three LSB-based (LSB is
Least Significant Bits [9]) steganographic protection
methods:

- Data fragmentation method [3, 5];

- Complementary image method [4];

- LSB-based method with AES encryption.

Input data of every method is secret data (data
to be protected) and a cover-object (it is also called
a container or a vessel). Secret data and cover-
object usually have the same multimedia nature —
they are both either graphical data or audio data.

Output data of every method is a stego-object
and a key.

The basic principle of LSB-based steg-
anographic protection [1, 2, 9] is that the secret
data are embedded into the cover-object by modify-
ing the least significant bits (usually up to 4 bits) of
every byte of the cover-object data with bits se-
quence of the secret data. Due to redundancy of
multimedia data the change of the cover-object is
insignificant and usually cannot be recognized
visually if both the cover-object and the number of
used LSBs have been chosen properly. The modi-
fied cover-object is called stego-object. The specific
parameters of secret data processing related to a
certain protection method form the key. The pro-
cedure of the secret data extraction is opposite to
the procedure of the data embedding.

Data Fragmentation Method. The data frag-
mentation method [3, 5] uses a separable secret
key that consists of 2 sub-keys: the Key of Lengths
(KL) and the Key of Addresses (KA). The secret
multimedia data (either graphical image or audio
signal) is transformed into one data sequence. This
sequence is divided into fragments of a random
length defined by the KL. Every fragment is em-
bedded into the cover-object (either graphical im-
age or audio signal) by modifying its LSBs. The
place of the embedding is specified by a random
address according to the KA. As the result the
stego-object (the cover-object with embedded se-
cret data) is obtained.

The time 7,, necessary for secret data embed-
ding can be estimated as it follows:

T, =T +T,+T, + T, + T, + Ty,
where T,. is time necessary for the cover-object re-
ading from a file; 7,, is time necessary for the se-

cret data reading; Tg is time necessary for the keys

generation; 7,, is time necessary for the cover-ob-
ject modification; 7, is time necessary for the ste-

go-object writing to a file; 7, is time necessary

Wi
for the keys writing.

The secret data retrieval procedure is opposite
to the secret data embedding procedure. The time
T. necessary for the secret data retrieval can be es-
timated as it follows:

T;‘ :Trs+T;‘k +Te+de!
where T, is time necessary for the stego-object re-
ading from a file; 7,, is time necessary for the keys
reading; 7, is time necessary for the secret data ex-
traction from the cover-object; 7,, is time neces-

sary for the secret data writing.

Complementary Image Method. The comple-
mentary image method [4] is based on the comple-
mentary transformation of the secret data. The
complementary transformation consists in the re-
placement of every byte of the secret data by a
byte kept in the cell of the key table. This cell has
coordinates equal to the current byte of the secret
data (used as the row number) and the current
byte of the cover-object (used as the column num-
ber). The obtained transformed secret data (called
the complementary image) is embedded into the
cover-object instead of the secret data.

The time 7, necessary for secret data embed-
ding can be estimated as it follows:

T, =Te+T+T, +T, + T, + Ty + Ty,
where T, is time necessary for the cover-object re-

ading from a file; 7,, is time necessary for the se-

cret data reading; Tg is time necessary for the key

table generation; 7, is time necessary for the com-
plementary transformation of the secret data; 7,, is

time necessary for the cover-object modification;
T,  is time necessary for the stego-object writing to

ws
a file; 7., is time necessary for the key table writ-
ing.
The secret data retrieval procedure is opposite
to the secret data embedding procedure. The time

T, necessary for the secret data retrieval can be es-

timated as it follows:

T=Ts+Ty +T,+ T, + T,y
where 7, is time necessary for the stego-object
reading from a file; 7, is time necessary for the key
table reading; 7,
mentary image data extraction from the cover-
object; T, is time necessary for the opposite trans-

formation of the complementary image to the secret

is time necessary for the comple-
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data; 7,, is time necessary for the secret data
writing.

LSB-Based Method with AES Encryption. The
LSB-based method with AES encryption is used as
en etalon necessary for comparison of the methods
proposed by authors [3—5]. This method consists
in the encryption of the secret data according to
the AES algorithm Rijndael [10] and the embed-
ding of the encrypted data in to the cover-object.

The time 7,, necessary for secret data embed-

ding can be estimated as it follows:
T,=1.+T,+T,+1,+T,+T,,

where 7). is time necessary for the cover-object

reading from a file; 7,, is time necessary for the se-

cret data reading; 7, is time necessary for the trans-

formation of the secret data according to AES algo-
rithm; 7,, is time necessary for the cover-object

modification; 7, is time necessary for the stego-
object writing to a file; 7, is time necessary for the
key writing.

The secret data retrieval procedure

is opposite to the secret data embed- 5, |

ding procedure. The time7, necessary 2850
for the secret data retrieval can be es- 25 26.84
timated as it follows:

To=Ts+Ty +T,+Ty+ Ty, 20
where T, is time necessary for the
stego-object reading from a file; 7,, is
time necessary for the key table read- 10 |

ing; T,, is time necessary for the se-
T,
for the complementary image data ex-

traction from the cover-object; 7, is

time necessary for the opposite trans-
formation of the secret data according

cret data writing; is time necessary 5

to AES algorithm.

The time necessary for data 36 3355
transmission is the same for every of '
the considered methods and therefore '
it does not taken into account in fur- 26.19
ther analysis of the methods time effi- 26 <.
ciency.

21

Methods Time Efficiency

16 -

To compare the time efficiency of
the considered methods two series of
tests were fulfilled:

- tests on audio data processing;

- tests on graphical data processing.

Every series included:

1) Test 1 — data protection with 1 stegobit (it
means that 1 bit in every 3 bytes of RGB colour —
a byte of red colour plain, a byte of green colour
plain, a byte of blue colour plain of RGB colour
model [11] — of a current pixel in the cover-object
is used for the secret data embedding);

2) Test 2 — data protection with 2 stegobits (2
bits in every 3 bytes of RGB colour of a current
pixel in the cover-object is used for the secret data
embedding);

3) Test 3 — data protection with 4 stegobits (4
bits in every 3 bytes of RGB colour of a current
pixel in the cover-object is used for the secret data
embedding);

4) Test 4 — data protection with 8 stegobits (8
bits in every 3 bytes of RGB colour of a current
pixel in the cover-object is used for the secret data
embedding).

The time efficiency of audio data processing is
presented in Fig. 1 and the time efficiency of
graphical data processing is presented in Fig. 2.

31.15

1

~ 8.85
\\_‘7.35
8.55 630

3 4

Fig. 1. Comparison of audio data processing time: [l — AES Encryption method,
— CI method, € — Fragmentation method

36.92

1

12.60

14.71 b 1245
2 3 4

Fig. 2. Comparison of graphical data processing time: ll — AES Encryption
method,

— CI method, ® — Fragmentation method
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As shown in Fig. 1, the complementary image
method (further — CI method) demands less time
for data processing than the LSB-based method
with AES encryption (further — AES Encryption
method) in every test: the highest gain is 50 % and
is obtained in test 4; the lowest gain is 7 % and is
obtained in test 1.

The data fragmentation method (further —
Fragmentation method) demonstrates the time effi-
ciency similar to CI method: the highest gain is
42 % and is obtained in test 4; the lowest gain is
14 % and is obtained in test 1.

As shown in Fig. 2, the results of the second
series of the tests are quite similar to the results of
the first series. In particular, the CI method de-
mands less time for data processing than the AES
Encryption method in every experiment: the high-
est gain is 42 % and is obtained in test 4; the low-
est gain is 9% and is obtained in test 1. The
Fragmentation method demonstrates
the following time efficiency in com-
parison with the AES Encryption 30
method: the highest gain is 42 % and
is obtained in test 4; the lowest gain is 25 |
29 % and is obtained in test 1.

The comparison of the results ob- g |
tained on the same tests, but in differ-
ent series (i.e. on data of different |5
multimedia nature) shows the audio
data processing demands less time in
every experiment.

In particular for CI method:

-up to 14 % in test 1; 3

- up to 50 % in test 4.

The time efficiency of graphical
data processing is less dependent on
stegobit quantity.

The fulfilled tests confirm that
the CI method and the Fragmentation
method enable faster data processing 36
in comparison with the basic method
AES Encryption. 31

28.90
26.84

Parallel Data Processing 2% |

The analysis of time efficiency of
the CI method on different data sets
allows assuming that the productivity
of its algorithm can be improved by
employing parallel computations on
multiple cores of CPU for data pro-
cessing.

To choose the part of CI algo-
rithm to be parallelized the time re-
quirements for different paths of algo-

21

16

114

rithm were analyzed. The main loop of the algo-
rithm [3] was chosen for parallelization. The inner
loop that modifies different bits was not parallel-
ized because of high computational cost of transfer
between threads. User’s PC is expected to have up
to 8§ CPU cores.

The tests were fulfilled in the same way: two
series with 4 types of tests in each series.

As shown in Figure 3 and Figure 4, parallel
processing allows decreasing the processing time
for both audio data and graphical data. In particu-
lar, for audio data processing by CI method with
parallel computations on 8 cores the highest gain is
69 % and is obtained in test 1; the lowest gain is
45 % and is obtained in test 4. For graphical data
processing by CI method with parallel computa-
tions on 8 cores the highest gain is 46 % and is ob-
tained in test 1; the lowest gain is 42 % and is ob-
tained in test 4.

31.15

7.05

6.60 6.30 6.90 /-3
2 3 4

Fig. 3. Comparison of audio data processing time (with different realizations of CI
method): @ — AES Encryption method,
tion method, > — CI method (2 cores), X — CI method (4 cores), @ — CI
method (8 cores)

36.92

— CI method, ¢ — Fragmenta-

15.03
12.60

Fig. 4. Comparison of graphical data processing time (with different realizations of
CI method): @ — AES Encryption method,
tation method, X — CI method (2 cores), K — CI method (4 cores), @ —
CI method (8 cores)

— CI method, ¢ — Fragmen-
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Table 1. Data processing time efficiency

Number Conseqqent Best pargllel Ti.me
of stegbits processing processing efficiency,
time, ms time, ms %
Audio data
1 28.90 9.62 77
2 15.96 8.10 49
4 8.55 6.60 23
8 6.30 6.90 -9
Graphical data
1 33.55 19.96 41
2 20.12 15.96 21
4 15.97 14.74 8
8 12.60 14.41 -14

Table 1 shows the time efficiency obtained by
the use of parallel data processing for both audio
and graphical data. This efficiency depends on the
number of stegobits used for secret data embed-
ding: the highest gain can be obtained for 1 stego-
bit in both cases (77 % and 41 % respectively). At
the same time the using of 8 stegobits don’t allow
to achieve the time efficiency.

Table 2. Parallel processing time efficiency

Number C} method for CI me?thod for
audio data parallel graphical data
of cores processing parallel processing
Data protection procedure
2 1.76 1.28
4 2.6 1.57
8 3 1.68
Data retrieval procedure
2 1.56 1.43
4 1.77 1.89
8 1.06 1.22

List of literature

Table 2 shows the time of parallel computa-
tions on 2, 4, and 8 cores for data processing in CI
method when 1 stegobit is used for secret data em-
bedding. In both data protection procedure and
data retrieval procedure the increasing of cores
quantity enables gain in time efficiency.

However audio data processing can be accel-
erated more due to increasing the number of cores
used for parallel computations.

Conclusions

The use of parallel computations in the Com-
plementary Image method enables the decreasing
of data processing time. The best efficiency can be
obtained at the maximum number of cores. Paral-
lel computation is more efficient for data protec-
tion and retrieval procedures if 1 or 2 stegobits are
used. At the same time the less number of stegobits
is used the less probability of steganographic pro-
tection detection is. Therefore, the achieved results
can be considered as positive and of practical
value.

The Complementary Image method with par-
allel data processing can be effectively used for
user’s personal audio and graphical data protection
in cloud services. The future improvement of the
method can be focused on video data protection.

Another important issue for further research
is to investigate computational complexity of the
proposed methods, in particular the Complemen-
tary Image method, in order to find additional op-
portunities for time efficiency increase.
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I.A. Ounuka, C.C. WupouuH, €.C. Cynema

AHATMI3 EQEKTUBHOCTI MAPAJIENBHUX OBYUCIEHb MPW 3AXUCTI MYNbTUMELIMHUX OAHUX KOPUCTYBAYA
Y XMAPHMX CXOBULLAX

Mpo6nemaTtuka. IcToTHa YacTMHa AaHuXx, Wo 36epiraloTbCs Y XMapHUX CXOBULLAX, — Lie MynbTUMeEAIVHI AaHi. Mpouenypa 3axucty
LUMX gaHux Moxe ByTu peanizoBaHa sik AOBIpeHUI XMapHUI cepB.ic. OCKINbKU Liew cepBic € MPOMDKHUM PiIBHEM MiX PiBHSMW KOPUCTYBa-
Ya Ta XMapHOro CxoBuLLa, Yac 06pobKN AaHMX Y HBOMY € BaXIMBUM MOKa3HUKOM. [ANs 3MeHLLEeHHS Yacy BUKOHaHHS npoLieaypy 3axucty
MOXYTb OyTU BUKOpUCTaHi NapanenbHi 06YNCNeHHS.

MeTa pocnigxeHHA. MeTa poboTn — oUiHUTK Ta NpoaHanidyBaTh YacoBy e(EKTUBHICTb NapanenbHUX OBYNCIEHDb, LLO BUKOHY-
10TbCS B Mpoueaypax 3axvMcTy MynbTUMELINHUX AaHuX.

MeToauka peanisauii. logaHo pe3ynbTaT NOPIBHANBHOIO aHanidy TpbOX METOAiB cTeraHorpadiyHoOro 3axucty AaHux: MeToay
cTeraHorpacdpiyHoOro 3axucty 3 pparmeHTaLielo gaHuUX, MeToaQy Ha OCHOBI kOMMNeMeHTapHoro obpasy Ta metogy LSB-cteraHorpadii 3
wundpyBaHHaM daHux 3a anroputMom AES. Ll mMeToau po3rmsHyTO 3 TOYKM 30py YacoBOi edeKTUBHOCTI 06pobku paHux.
MpoaHanizoBaHO BNMB KiNbKOCTi BUKOPUCTOBYBAHWUX CTErOBIT Ta KinbKOCTi NOTOKIB NapanensHoi o6pobku AaHux. MopiBHsHO pe3ynbTa-
TV AN MynbTUMEeLINHNX AaHNX ABOX TUMIB — rpadpiyHmx Ta ayaiogaHux.

Pe3ynbTatn pocnimkeHHA. OTpMMaHi YacoBi XapakTepUCTUKN NOKa3ytoTb, WO BUKOPUCTaHHS napanenbHnX obuncneHb y Metogi
Ha OCHOBI KOMMEMeHTapHOro obpa3sy aae 3mory 3aMeHLMTK Yac 06pobku gaHux ao 70 %.

BucHoBku. OTpumaHi pe3ynbTaT AaloTb MOXMIMBICTb MOPIBHATU PO3rMSAHYTI METOAM 3 Ornsidy Ha 4acoBi XapaKTEepUCTUKM iX
nporpamHoi peanisauji, WO €, pa3oM 3i CTyneHeM 3axucTy, CyTTEBUM [Af1si KOPUCTyBaya XMapHuX cepsiciB. MeToa Ha OCHOBi kommnne-
MeHTapHoro obpasy 3 napanenbHo 06pobKol AaHMX Moxe ByTu pekoMeHOOoBaHWIA 4O BUKOPUCTaHHS Y npoleaypi creraHorpadiyHoro
3aXUCTY MyNbTUMELINHUX AaHUX.

Knio4yoBi cnoBa: 3axucT MynbTUMeAIHUX AaHuX; cTeraHorpadis.
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W.A. Onuka, C.C. WnpouuH, E.C. Cynema

AHAINN3  QOOEKTUBHOCTWU MAPAJIENBHLIX BbIMMCNEHUA MPU  3AWUMTE  MYNbTUMEOUWHBLIX OAHHbIX
MOJIb3OBATENA B OBJTAYHBLIX XPAHUITULLAX

MpobnemaTtuka. CylecTBEHHasA YacTb AaHHbIX, XPAHALLMXCA B O0MaYHbIX XpaHUuLLax, — 3To MynbTUMeAniiHble AaHHble. [1po-
ueaypa 3aluThl 3TUX AaHHBLIX MOXET OblTb peann3oBaHa Kak AOBEPeHHbI 0bnayHbIn cepsuc. MocKonbKy 3TOT CepBUC SBMSETCA NPO-
MEXYTOYHBIM YPOBHEM MEXAY YPOBHAMM Monb3oBaTens 1 o6navyHoro xpaHunuiia, Bpems o6paboTkn AaHHbIX B HEM ABMNSETCS BaXHbIM
nokasartenemM. [ins yMeHbLUEHWUs BpEMEHWN, HEOBXOANMOro ANsi NpoLeAypbl 3almThl, MOryT BbITb MCNONb30BaHbI NapannensHblie Bbl-
YUCNEHNS.

Llenb uccnepoBanums. Llenb paboTbl — OLEHUTb ¥ NpoaHanManMpoBaTb BpeMeHHYo adMeKTUBHOCTL MaparnnenbHbIX BblYncre-
HWI, KOTOpPbIE BBINOMHSAOTCS B NpoLeaypax 3aluTbl MynbTUMEAUNHBIX AaHHbIX.

MeToauka peanusaumu. [peactasneHbl pesynbTaTel CPaBHUTENLHOMO aHanmMaa Tpex MeToAoB CTeraHorpauyeckon 3almThl
AaHHbIX: MeToAa ¢ doparmeHTaumen fJaHHbIX, METOAa Ha OCHOBE KOMMNiemMeHTapHoro obpasa n metoga LSB-cTeraHorpacdum ¢ wndpo-
BaHWeM AaHHbix no anroputmy AES. MNpeactaBneHHble MeTOAbl PaCCMOTPEHbI C TOYKU 3peHMs BpeMeHHOW 3ddeKTMBHOCTN 06paboTkm
AaHHbIX. [MpoaHann3npoBaHo BNMUSHME KOMMYECTBA MCMOMb3yeMblX CTErobuT 1 KonmMyecTBa NOTOKOB napannenbHoi obpaboTku aaH-
HbIX. [INA CpaBHEHUS UCMOSb30BaNMCh pe3ynbTaThl ANs MyNbTUMEANAHbLIX AaHHBIX ABYX TUNOB — rpadouyecknx 1 ayanofaHHbIX.

Pe3ynbTatbl nccneaoBaHusA. [NonyyeHHble BpEMEHHbIE XapaKTepPUCTMKM NMOKa3blBalOT, YTO UCMOMNb30BaHWe napannenbHbIX Bbl-
YMCIeHW B MeToe Ha OCHOBE KOMMMEeMEHTapHOro obpasa No3BonseT yMeHbLUNTL Bpems obpaboTku ao 70 %.

BbiBoabl. [peacraBneHHble pesynbTaTel NO3BOMSAIOT CPABHUTL PACCMOTPEHHbIE METOABI C TOYKN 3PEHUS BPEMEHHbIX XapakTe-
PUCTMK MX NpOrpaMMHON peanu3aumu, YTo SIBMSIeTCS, Hapsidy CO CTENeHbio 3aluThbl, CyLLeCTBEHHbIM AN nofb3oBaTens obnayHbix
cepsucoB. MeToA Ha OCHOBE KOMMNEMeHTapHOro obpasa MoxeT 6blTb PeKOMEHA0BaH K UCNONb30BaHWIO B Npoleaype creraHorpadu-
4YecKoW 3aLUnTbl MyNbTUMEANAHBIX AaHHbIX.

KnioueBble cnoBa: 3awmra MyJ'IbTI/IMe,D.I/IVIHbIX AaHHbIX;] CTeraHorpachﬂ.
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